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Preface

ES4624-SFP/ES4626-SFP L3 Gigabit Ethernet Switch is a high performance routing
switch released by Edge-Core that can be deployed as an aggregation device for
enterprise and campus networks.ES4624-SFP/ES4626-SFP L3 Gigabit Ethernet Switch
support a variety of network interfaces from 100Mb, 1000Mb to 10 GB Ethernet.

We are providing this manual for your better understanding, use and maintenance of
the ES4624-SFP/ES4626-SFP L3 Gigabit Ethernet Switch. We strongly recommend you
to read through this manual carefully before installation and configuration to avoid
possible malfunction or damage to the switch. Furthermore, we sincerely hope our
products and services satisfy you.
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Chapter 1 Switch Management

1.1 Management Options

After purchasing the switch, the user needs to configure the switch for network
management. ES4624-SFP/ES4626-SFP Switch provides two management options:

in-band management and out-of-band management.

1.1.1 Out-Of-Band Management

Out-of-band management is the management through Console interface. Generally,

the user will use out-of-band management for the initial switch configuration, or when

in-band management is not available. For instance, the user must assign an IP address

to the switch via the Console interface to be able to access the switch through Telnet.

The procedures for managing the switch via Console interface are listed below:

Step 1: setting up the environment:

Connect with serial port

Fig 1-1 Out-of-band Management Configuration Environment

As shown in Fig 1-1, the serial port (RS-232) is connected to the switch with the

serial cable provided. The table below lists all the devices used in the connection.

Device Name

Description

PC machine

Has functional keyboard and RS-232,with terminal emulator
installed,such as HyperTerminal included in Windows
9x/NT/2000/XP.

Serial port cable

One end attach to the RS-232 serial port, the other end to

the Console port.
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ES4624-SFP/ES462 | Functional Console port required.
6-SFP

Step 2: Entering the HyperTerminal
Open the HyperTerminal included in Windows after the connection established. The
example below is based on the HyperTerminal included in Windows XP.

1) Click Start menu - All Programs -Accessories -Communication - HyperTerminal.

95 Mew OFfice Document:
[ open OFfice Document
@ SetProgram Access and Defaults
0 Windows Catalog
& windows Update
CD winzip

B & sccessivitey
I Dell Accessaries I Entertainment
I Games I System Taols
[T Intel PROSet Wireless ) Address Book

Ethereal

I Lotus Applications & Calculator
I Microsoft CFfice B8 command Prompt
I startup @ hotepad

gl internct
& I;;:‘ZFExp\mer ) Symantec Client Security Y Paint
@) Program Compatibity Wizard

&) winzi
E-mail @ vinzp ‘
Lotus Haotes ¢l Adobe Reader 7.0 0 Synchronize

@ Intemet Explorer & Tour Windows 4P
@ vierosaft Office worl| g pyegy 57 Windows Explorer
)
Outiook Express WordPad
\’ MSH @ 4 .

ﬂl Microsoft Office Pow| % windows Media Connect % Network Setup Wizard
2] zo03

mara_hwang

oo Remote Assistance
(&) windows Media Flayer [5] mew Connection wizard
@ ifindows Media Playe| 8, windows Messenger % Remote Desktop Connection
g L windows Movie Maker <2 wireless Netwark Setup Wizard
4 ..i Windaws Messenoer | e o) 2303 115B-5erial Driver
- B Mt Messenger 7.5

@ Tour windows 5P ||

I Ethereal
I winPeap

LSRRl K Adobe imageready 7.0

Fig 1-2 Opening HyperTerminal

2) Type a name for opening HyperTerminal, such as “Switch”

Connection Description

Zi Mew Connection

Enter a name and chooze an icon for the connection:
Hame;
Swaitch|

lcon;

OF. Caticel

Fig 1-3 Opening HyperTerminal
3) In the “Connecting using” drop-list, select the RS-232 serial port used by the PC, e.g.
COM1, and click “OK”.
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New Connection Properties ilil

Connect To | Setings I

Byl :
IQ‘ Mew Connection Change lcon...

Country/region: ITaiwan [B8E) j

Enter the area code withaut the long-distance prefis.

Area code; |3

Phone number: I

Canfigure... |

¥ Uze country/region codeamm
" Fedial on busy

Connect ugiha:

(] | Cancel |

Fig 1-4 Opening HyperTerminal
4) COM1 property appears, select “9600” for “Baud rate”, “8” for “Data bits”, “none” for
“Parity checksum”, “1” for stop bit and “none” for traffic control;or,you can also click
“Restore default” and click “OK”.

Fart Settings |
Bits per secofd: |SEDD :I
Data bits: |2 -]
Farity: |N0ne j
Stop bits: |1 j
Flow c:nn

Restore Defaults |
] I Cancel | Lpply |

Fig 1-5 Opening HyperTerminal

Step 3 :Entering switch CLI interface

Power on the switch, the following appears in the HyperTerminal windows, that is the
CLI configuration mode for ES4624-SFP/ES4626-SFP Switch.

ES4624-SFP Management Switch
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Copyright (c) 2001-2006 by Accton Technology Corporation.
All rights reserved.

Reset chassis ... done.
Testing RAM...

134,217,728 RAM OK.

Initializing...

Attaching to file system ... done.

Loading nos.img ... done.
Starting at 0x10000...

Current time is WED APR 20 09: 37: 52 2005
ES4624-SFP Switch Operating System, Software Version ES4624-SFP 1.1.0.0,
Copyright (C) 2001-2006 by Accton Technology Corporation

http: //www.edge-core. com.

ES4624-SFP Switch
24 Ethernelt/IEEE 802.3 interface(s)

Press ENTER to start session

The user can now enter commands to manage the switch. For a detailed description

for the commands, please refer to the following chapters.

1.1.2 In-band Management

In-band management refers to the management by login to the switch using Telnet.

In-band management enables management of the switch for some devices attached to

the switch. In the case when in-band management fails due to switch configuration

changes, out-of-band management can be used for configuring and managing the switch.

1.1.3 Management Via Telnet

To manage the switch with Telnet, the following conditions should be met:

1) Switch has an IP address configured
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2) The host IP address (Telnet client) and the switch’s VLAN interface IP address is

in the same network segment.

3) If not 2), Telnet client can connect to an IP address of the switch via other

devices, such as a router.

ES4624-SFP/ES4626-SFP Switch is a Layer 3 switch that can be configured with
several IP addresses. The following example assumes the shipment status of the switch
where only VLAN1 exists in the system.

The following describes the steps for a Telnet client to connect to the switch’'s VLAN1

interface by Telnet.

Fig 1-6 Manage the switch by Telnet

Step 1: Configure the IP addresses for the switch

First is the configuration of host IP address. This should be within the same network
segment as the switch VLAN1 interface IP address. Suppose the switch VLAN interface
IP address 10.1.128.251/24. Then, a possible host IP address is 10.1.128.252/24. Run
“ping 10.1.128.251” from the host and verify the result, check for reasons if ping failed.

The IP address configuration commands for VLAN1 interface are listed below.
Before in-band management, the switch must be configured with an IP address by
out-of-band management (i.e. Console mode), The configuration commands are as
follows (All switch configuration prompts are assumed to be “switch” hereafter if not

otherwise specified):

Switch>

Switch>en

Switch#config

Switch(Config)#interface vlan 1

Switch(Config-If-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-If-Vlan1)#no shutdown
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Step 2: Run Telnet Client program.

Run Telnet client proiram included in Windows with the specified Telnet target.

- Type the name of a program, Folder, docurment, ar
d Internet resource, and Windows will open it Far yaou,

Open: | telnet 10.1.128.251] v

(] 4 H Cancel ][ Browse. ..

Fig 1-7 Run telnet client program included in Windows

When accessing a switch with IPv6 address, it is recommended to use the Firefox
browser with 1.5 or later version. For example, if the IPv6 address of the switch is
“3ffe:506:1:2::3”, enter the switch address at the address bar: http://[3ffe:506:1:2::3],
where the address should be in the square brackets.

Step 3: Login to the switch

Login to the Telnet configuration interface. Valid login name and password are
required, otherwise the switch will reject Telnet access. This is a method to protect the
switch from unauthorized access. As a result, when Telnet is enabled for configuring and
managing the switch, username and password for authorized Telnet users must be
configured with the following command:

username <user> password {0|7} <password>.

Assume an authorized user in the switch has a username of “test”, and password of
“test”, the configuration procedure should like the following:
Switch>en
Switch#config
Switch(Config)#username test password 0 test

Enter valid login name and password in the Telnet configuration interface, Telnet
user will be able to enter the switch’s CLI configuration interface. The commands used in

the Telnet CLI interface after login is the same as that in the Console interface.
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_'_J" CHWINNT system32' telnet.exe

login:test
PAs S L0 - M
SUITCH>

Fig 1-8 Telnet Configuration Interface

1.1.4 Management Via HTTP

To manage the switch via HTTP, the following conditions should be met:

1) Switch has an IP address configured

2) The host IP address (HTTP client) and the switch’s VLAN interface IP address
are in the same network segment;

3) If 2) is not met, HTTP client should connect to an IP address of the switch via
other devices, such as a router.

Similar to management via Telnet, as soon as the host succeeds to ping an IP

address of the switch and to type the right login password, it can access the switch via

HTTP. The configuration list is as below:

Step 1. Configure the IP addresses for the switch and start the HTTP function on the
switch.

For configuring the IP address on the switch through out-of-band management, see
the relevant chapter.

To enable the WEB configuration, users should type the CLI command ip http
server in the global mode as below:
Switch>en
Switch#config
Switch(Config)#ip http server
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Step 2:  Run HTTP protocol on the host.

Open the Web browser on the host and type the IP address of the switch.Or run
directly the HTTP protocol on the Windows. For example, the IP address of the switch is
“10.1.128.251".

- Type the name of a program, Folder, document, or
Internet resource, and wWindows will open it For vou.

Cpen: kbp: 10,1, 128,251 W

(64 H Cancel H Browse. .,

Fig 1-9 Run HTTP Protocol

Step 3: Logon to the switch

To logon to the HTTP configuration interface, valid login user name and password
are required; otherwise the switch will reject HTTP access. This is a method to protect
the switch from the unauthorized access. Consequently, in order to configure the switch
via HTTP, username and password for authorized HTTP users must be configured with
the following command in the global mode:

username <username> password <show_flag> <password>.

Suppose an authorized user in the switch has a username as “test”, and password
as “test”. The configuration procedure is as below:
Switch>en
Switch#config
Switch(Config)# username test password 0O test

The Web login interface is as below:
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Powered by Accton

ES4626-SFP L3 Chassis Switch

UserMName; |

Password @ |

Copyright (C) 2001-2006 by Accton Technology Corp.

http: / /www.edge-core.com

Fig 1-10 Web Login Interface

Input the right username and password, and then the main Web configuration

interface is shown as below.

ES4626-5FP

= Up = DOwn Unit: m
(o[ ] AASE EDDEDD DEEDEED ’ Node: [1otive 5]
T TEEE SEOEDEE OEEEEE

‘3 ES4626-SFP
H{0 Switch basic confi

. Information Feedback Wwindow
1] Port configuration 8
ES4626-5FF Device, May 28 2007 16:38:17
#( MAC address table HardWare version is 1,0.0.0, SoftWare package version is ES4626-5FP_5.3.0.11, BootRom version is ES4626-SFP_1.5
21 vLAN configuratior Copyright (C) 2001-2006 by Accton Technology Corp,

all rights reserved.
Last reboot is cold reset
“{0 Port channel confi Uptime is 0 weeks, 0 days, 0 hours, 3 minutes

H{] DHCP configuration
H(] SNTP configuratior

[

[

[

[

BHI ACL configuration
[
[
[
E{J Qos configuration
[
[
[
[
[
[#
[
|

{0 L3 forward configu
1] VRRP Config

H{10 MSTP Canfig

H{] suthentication cor
{1 Switch maintenang
41 Telnet server conf—

H{0 Help information  »
| »

F

Fig 1-11  Main Web Configuration Interface

1.2 Management Interface

1.2.1 CLI Interface
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CLI interface is familiar to most users. As aforementioned, out-of-band management
and Telnet login are all performed through CLI interface to manage the switch.

CLI Interface is supported by Shell program, which consists of a set of configuration
commands. Those commands are categorized according to their functions in switch
configuration and management. Each category represents a different configuration mode.
The Shell for the switch is described below:

Configuration Modes
Configuration Syntax
Shortcut keys
Help function

Input verification

Fuzzy match support

1.2.2 Configuration Modes

User Mode
Admin Mode
Global Mode
© c
[0} o 8 jel c
ko) o O = o
) ] n € o b=
= -8 n S 9
[} S o 8 2 =)
8 = 85| | g
€ & ® S 3 c
2 > o o 0 o © o
£ (GRS 50 4 T
I 5 o O O 9
A o ¥ & < &

Fig 1-12 Shell Configuration Modes

1.2.2.1 User Mode

On entering the CLlI interface, entering user entry system first. If as common user, it
is defaulted to User Mode. The prompt shown is “Switch>*, the symbol “>* is the prompt
for User Mode. When disable command is run under Admin Mode, it will also return to
the User Mode.

Under User Mode, no configuration to the switch is allowed, only clock time and

version information of the switch can be queries.
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1.2.2.2 Admin Mode

To Admin Mode sees the following: In user entry system, if as Admin user, it is
defaulted to Admin Mode. Admin Mode prompt “Switch#” can be entered under the User
Mode by running the enable command and entering corresponding access levels admin
user password, if a password has been set. Or, when exit command is run under Global
Mode, it will also return to the Admin Mode. ES4624-SFP/ES4626-SFP Switch also
provides a shortcut key sequence "Ctrl+z”, this allows an easy way to exit to Admin Mode
from any configuration mode (except User Mode).

Under Admin Mode, when disable command is run, it will return to User Mode. When
exit command is run, it will exit the entry and enter user entry system direct. Next users
can reenter the system on entering corresponding user name and password.

Under Admin Mode, the user can query the switch configuration information,
connection status and ftraffic statistics of all ports; and the user can further enter the
Global Mode from Admin Mode to modify all configurations of the switch. For this reason,
a password must be set for entering Admin mode to prevent unauthorized access and

malicious modification to the switch.

1.2.2.3 Global Mode

Type the config command under Admin Mode will enter the Global Mode prompt
“Switch(Config}#”. Use the exit command under other configuration modes such as
Interface Mode, VLAN mode will return to Global Mode.

The user can perform global configuration settings under Global Mode, such as MAC
Table, Port Mirroring, VLAN creation, IGMP Snooping start, GVRP and STP, etc. And the

user can go further to Interface Mode for configuration of all the interfaces.

1.2.2.4 Interface Mode

Use the interface command under Global Mode can enter the interface mode
specified. ES4624-SFP/ES4626-SFP Switch provides three interface type: VLAN

interface, Ethernet port and port-channel, and accordingly the three interface

configuration modes.

Interface Entry Prompt Operates Exit

Type

VLAN Type interface | Switch(Config-If-VI | Configure Use the exit

Interface vlan <Vlan-id> | anx)# switch IPs, etc | command to
command under return to
Global Mode. Global Mode.

Ethernet Port | Type interface | Switch(Config- Configure Use the exit
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ethernet ethernetxx)# supported command to
<interface-list> duplex mode, | return to
command under speed, etc. | Global Mode.
Global Mode. of Ethernet
Port.
port-channel | Type interface | Switch(Config-if- | Configure Use the exit
port-channel port-channelx)# port-channel command to
<port-channel-nu related return to
mber> command settings such | Global Mode.
under Global as duplex
Mode. mode, speed,
etc.

1.2.2.5 VLAN Mode

Using the vlan <vlan-id> command under Global Mode can enter the corresponding

VLAN Mode. Under VLAN Mode the user can configure all member ports of the

corresponding VLAN. Run the exit command to exit the VLAN Mode to Global Mode.

1.2.2.6 DHCP Address Pool Mode

Type the ip dhcp pool <name> command under Global Mode will enter the DHCP

Address Pool Mode prompt “Switch(Config-<name>-dhcp)#”’. DHCP address pool

properties can be configured under DHCP Address Pool Mode. Run the exit command to
exit the DHCP Address Pool Mode to Global Mode.

1.2.2.7 Route Mode

Routing Entry Prompt Operates Exit
Protocol
RIP Type router | Switch(Config-Router-Rip)# | Configure Use the
Routing rip RIP protocol | “exit”
Protocol command parameters. | command to
under return to
Global Global
Mode. Mode.
OSPF Type router | Switch(Config-Router-Ospf)# | Configure Use the
Routing ospf OSPF “exit”
Protocol command protocol command to
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under parameters. | return to
Global Global
Mode. Mode.
1.2.2.8 ACL Mode
ACL type Entry Prompt Operates Exit
Standard IP | Type Switch(Config-Std-Nacl- | Configure Use the “exit”
ACL Mode access-list ip | a)# parameters | command to
command for return to
under Global Standard Global Mode.
Mode. IP ACL
Mode
Extended IP | Type Switch(Config-Ext-Nacl- | Configure Use the “exit”
ACL Mode access-list ip | b)# parameters | command to
command for return to
under Global Extended Global Mode.
Mode. IP ACL
Mode

1.2.3 Configuration Syntax

ES4624-SFP/ES4626-SFP  Switch provides various configuration commands.
Although all
ES4624-SFP/ES4626-SFP Switch configuration commands. The general commands
format of ES4624-SFP/ES4626-SFP Switch is shown below:

cmdtxt <variable> { enuml| ... | enumN } [option]

the commands are different, they all abide by the syntax for

Conventions: cmdtxt in bold font indicates a command keyword; <variable> indicates a
variable parameter; {enuml | ... | enumN } indicates a mandatory parameter that should
be selected from the parameter set enuml~enumN; and the square bracket ([ ]) in
[option] indicate an optional parameter. There may be combinations of “< > “{'}” and
“I' T in the command line, such as [<variable>],{enuml <variable>| enum?2}, [optionl

[option2]], etc.
Here are examples for some actual configuration commands:
® show calendar, no parameters required. This is a command with only a keyword

and no parameter, just type in the command to run.
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vlan <vlan-id>, parameter values are required after the keyword.

duplex {auto|full|half}, user can enter duplex half, duplex full or duplex auto for this

command.

® snmp-server community <string>{ro|rw}, the followings are possible:

snmp-server community <string> ro

snmp-server community <string> rw

1.2.4 Shortcut Key Support

ES4624-SFP/ES4626-SFP Switch provides several shortcut keys to facilitate user

configuration, such as up, down, left, right and Blank Space. If the terminal does not

recognize Up and Down keys, ctrl +p and ctrl +n can be used instead.

Key(s) Function

Back Space Delete a character before the cursor, and the cursor moves back.

Up “1” Show previous command entered. Up to ten recently entered
commands can be shown.

Down “}” Show next command entered. When use the Up key to get
previously entered commands, you can use the Down key to
return to the next command

Left “<” The cursor moves one character to | You can use the Left and
the left. Right key to modify an

Right “—” The cursor moves one character to | entered command.
the right.

Ctrl +p The same as Up key “1”.

Ctrl +n The same as Down key “|”.

Ctrl +b The same as Left key “<".

Ctrl +f The same as Right key “—”.

Ctrl +z Return to the Admin Mode directly from the other configuration
modes ( except User Mode).

Ctrl +c Break the ongoing command process, such as ping or other
command execution.

Tab When a string for a command or keyword is entered, the Tab can

be used to complete the command or keyword if there is no

conflict.

1.2.5 Help Function

There are two ways in ES4624-SFP/ES4626-SFP Switch for the user to access help
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information: the “help” command and the “?”.

Access to Help

Usage and function

Help Under any command line prompt, type in “help” and press Enter will
get a brief description of the associated help system.
“?” 1.Under any command line prompt, enter “?” to get a command list of

command.

the current mode and related brief description.

2 Enter a “?” after the command keyword with a embedded space. If the
position should be a parameter, a description of that parameter type,
scope, etc, will be returned; if the position should be a keyword, then
a set of keywords with brief description will be returned; if the output

is “<cr>“, then the command is complete, press Enter to run the

3.A “?” immediately following a string. This will display all the

commands that begin with that string.

1.2.6 Input Verification

Returned Information: success

All commands entered through keyboards undergo syntax check by the Shell.

Nothing will be returned if the user entered a correct command under corresponding

modes and the execution is successful.

Returned Information: error

Output error message

Explanation

parameter!

Unrecognized command or illegal

The entered command does not exist, or there

is error in parameter scope, type or format.

Ambiguous command

At least two interpretations is possible basing on

the current input.

Invalid command or parameter

The command is recognized, but no valid

parameter record is found.

mode

This command is not exist in current

The command is recognized, but this command

can not be used under current mode.

Please configure

command "*" at first !

precursor

The command is recognized, but the

prerequisite command has not been configured.

end of command line!

syntax error : missing "™ before the

Quotation marks are not used in pairs.

1.2.7 Fuzzy Match Support
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ES4624-SFP/ES4626-SFP switch shell support fuzzy match in searching command
and keyword. Shell will recognize commands or keywords correctly if the entered string
causes no conflict.

For example:

1) For command “show interfaces status ethernet 1/1”, typing “sh in status e 1/1” will
work

2) However, for command “show running-config”, the system will report a “> Ambiguous
command!” error if only “show r” is entered, as Shell is unable to tell whether it is

“show run” or “show running-config”. Therefore, Shell will only recognize the

command if “sh ru” is entered.

1.3 Web Management

1.3.1 Main Page

ES4624-SFP/ES4626-SFP switch routing switch provides HTTP web management
function and users can configure and monitor the status of the switch through the web
interface.

To manage the switch through web browser use the following steps:

Configure valid IP address, mask and confirm gateway for the switch.

1) Configure web user management and its password

2) Connect to the switch using the web browser. Enter the username and password to

proceed to web management.

1.3.2 Module Front Panel

When entering username, password and passing authentication, you will see the
following web management main page. On the left of the management page is the main
management menu and on the right of the page system information and command
parameter are displayed. Click the main menu link to browse other management links

and to display configuration and statistic information.
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Fig 1-13 Module Front Panel
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Chapter 2 Basic Switch Configuration

2.1 Commands for Basic Switch Configuration

Basic switch configuration includes commands for entering and exiting the admin

mode, commands for entering and exiting interface mode, for configuring and displaying

the switch clock, for displaying the version information of the switch system, etc.

Command

Explanation

Normal User Mode/ Admin Mode

The User uses enable command to step into

enable
) admin mode from normal user mode. The
disable )
disable command is for exiting admin mode.
Admin Mode

config [terminal]

Enter global mode from admin mode

Various Modes

Exit

Exit current mode and enter previous mode,
such as using this command in global mode
to go back to admin mode, and back to

normal user mode from admin mode

Admin Mode

calendar set <HH> <MM> <SS>
{<DD> <MON> <YYYY> | <MON>
<DD> <YYYY>}

Set system date and time

Show version

Display version information of the switch

set default Restore to the factory default
Flash Memory

Write Save current configuration parameters to
Flash Memory

Reload Hot reset the switch

2.1.1 Commands for Basic Configuration

2.1.1.1 authentication login

Command: authentication login {local | radius | local radius | radius local|tacacs }

no authentication login
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Function: Configure the authentication mode and priority on Telnet Server for remote
login users; the “no authentication login” command restores to the default login
authentication mode.

Default: Default login authentication mode is local.

Command mode: Global mode

Usage guide: When using authentication modes combinations, the mode at the first of
the queue is with the highest priority which receding accordingly. When a user passes
authentication mode with higher priority, the login will be granted without proceeding to
other modes with lower priority. It is to be noted that to login in only one authentication
mode is required. When using radius authentication, the AAA function must be enabled
and radius server be configured.

Example: Configure the remote login authentication mode to radius

Switch(Config)#authentication login radius

2.1.1.2 calendar set

Command: calendar set <HH> <MM> <SS> {<DD> <MON> <YYYY> | <MON> <DD>
<YYYY>}

Function: Set system date and time.

Parameter: <HH> <MM> <SS> is the current time, and the valid scope for HH is 0 to 23,
MM and SS 0 to 59; <DD> <MON> <YYYY> or <MON> <DD> <YYYY> is the current
date, month and year or the current year, month and date, and the valid scope for YYYY
is 1970~2100, MON meaning month, and DD between 1 to 31.

Command mode: Admin Mode

Default: upon first time start-up, it is defaulted to 2001.1.1 0: 0: 0.

Usage guide: The switch can not continue timing with power off, hence the current date
and time must be first set at environments where exact time is required.

Example: To set the switch current date and time to 2002.8.1 23: 0: O:

Switch# calendar set 23 0 0 8 1 2002

2.1.1.3 config

Command: config [terminal]

Function: Enter Global Mode from Admin Mode.
Parameter: [terminal] indicates terminal configuration.
Command mode: Admin Mode

Example:

Switch#config

2.1.1.4 debug ssh-server
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Command: debug ssh-server
no debug ssh-server
Function: Display SSH server debugging information; the “no debug ssh-server”
command stops displaying SSH server debugging information.
Default: This function is disabled by default.
Command mode: Admin Mode
Example:

Switch#debug ssh-server

2.1.1.5dir

Command: dir
Function: Display the files and their sizes in the Flash memory.
Command mode: Admin Mode

Example: Check for files and their sizes in the Flash memory.

Switch#dir

boot.rom 329,828 1900-01-01 00: 00: 00 --SH
boot.conf 94 1900-01-01 00: 00: 00 --SH

nos.img 2,449,496 1980-01-01 00: 01: 06 ----
startup-config 2,064 1980-01-01 00: 30: 12 ----

2.1.1.6 enable

Command: enable

Function: Enter Admin Mode from User Mode.

Command mode: User Mode

Usage Guide: To prevent unauthorized access of non-admin user, user authentication is
required (i.e. Admin user password is required) when entering Admin Mode from User
Mode. If the correct Admin user password is entered, Admin Mode access is granted; if 3
consecutive entry of Admin user password are all wrong, it remains in the User Mode.
Set the Admin user password under Global Mode with “enable password” command.
Example:

Switch>enable

password: ***** (admin)

Switch#

2.1.1.7 enable password
Command: enable password [8] <password>

no enable password

Function: Configure the password used for enter Admin Mode from the User Mode,
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The “no enable password” command deletes this password

Parameter: password is the configured code. Encryption will be performed by entering 8.
Command mode: Global Mode

Default: This password is empty by system default

Usage Guide: Configure this password to prevent unauthorized entering Admin Mode. It
is recommended to set the password at the initial switch configuration. Also, it is
recommended to exit Admin Mode with “exit” command when the administrator needs to
leave the terminal for a long time.

Example: Set the Admin user password to “admin”.

Switch(Config)#enable password 8 admin

2.1.1.8 exec-timeout

Command: exec-timeout <minutes > [<seconds>]

no exec-timeout
Function:Configure the timeout of exiting admin mode. The “no exec-timeout”
command restores the default value.
Parameters: < minute > is the time value shown in minute and ranges between
0~35791.<seconds> is the time value shown in seconds and ranges between 0~2147483
Command mode:Global mode
Default:Default timeout is 10 minutes.
Usage guide: To secure the switch, as well to prevent malicious actions from
unauthorized user, the time will be count from the last configuration the admin had made,
and the system will exit the admin mode at due time. It is required to enter admin code
and password to enter the admin mode again. The timeout timer will be disabled when
the timeout is set to 0.
Example: Set the admin mode timeout value to 6 minutes

Switch(Config)#exec-timeout 6

2.1.1.9 exit

Command: exit

Function: Quit current mode and return to it's previous mode.

Command mode: All Modes

Usage Guide: This command is to quit current mode and return to it's previous mode.
Example: Quit global mode to it's previous mode

Switch(Config)#exit

Switch#

2.1.1.10 help
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Command: help

Function: Output brief description of the command interpreter help system.

Command mode: All configuration modes.

Usage Guide: An instant online help provided by the switch. Help command displays
information about the whole help system, including complete help and partial help. The

user can type in ? any time to get online help.

Example:
Switch>help
enable -- Enable Admin mode
exit -- Exit telnet session
help -- help
show -- Show running system information

2.1.1.11 hostname

Command: hostname <hostname>

Function: Set the prompt in the switch command line interface.

Parameter <hostname> is the string for the prompt, up to 30 characters are allowed.
Command mode: Global Mode

Default: The default prompt is ES4624-SFP/ES4626-SFP switch.

Usage Guide: With this command, the user can set the CLI prompt of the switch
according to their own requirements.

Example: Set the prompt to “Test".

Switch(Config)#hostname Test

Test(Config)#

2.1.1.12ip host

Command: ip host <hostname> <ip_addr>

no ip host <hostname>
Function: Set the mapping relationship between the host and IP address; the “no ip
host” parameter of this command will delete the mapping.
Parameter: <hostname> is the host name, up to 15 characters are allowed; <ip_addr>
is the corresponding IP address for the host name, takes a dot decimal format.
Command mode: Global Mode
Usage Guide: Set the association between host and IP address, which can be used in
commands like “ping <host>".
Example: Set IP address of a host with the hostname of “taiwan” to 200.121.1.1.
Switch(Config)#ip host beijing 200.121.1.1
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2.1.1.13ipv6 host

Command: ipv6 host <hostname> <ipv6_addr>

no ipv6 host <hostname>
Function: Configure the mapping relationship between the IPv6 address and the host;
the “no ipv6 host <hostname>" command deletes this mapping relationship
Parameter : <hostname> is the name of the host,containing max 15
characters;<ipv6_addr> is the IPv6 address corresponding to the host name.
Command Mode: Global Mode
Usage Guide: Configure a fixed corresponding relationship between the host and the
IPv6 address, applicable in commands such as “traceroute6 <host>", etc.
Example: Set the IPv6 address of the host named beijing to 2001:1:2:3::1
Switch(Config)#ipv6 host beijing 2001:1:2:3::1

2.1.1.14 ip http server

Command: ip http server

no ip http server
Function: Enable Web configuration; the “no ip http server” command disables Web
configuration
Command mode: Global mode
Usage guide: Web configuation is for supplying a interface configured with HTTP for the
user, which is straight and visual, esay to understand. This command functions equal to
selection [2] of the main menu in Setup mode to configure the Web Server.
Example: Enable Web Server function and enable Web configurations.

Switch(Config)#ip http server

2.1.1.15 login

Command: login
no login
Function: login enable password authentication ,no login command cancels the login
configuration
Command mode: Global mode
Default: no login by default
Usage guide: By using this command, users have to enter the password set by
password command to enter normal user mode with console; no login cancels this
restriction
Example: Enable password
Switch(Config)#login
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2.1.1.16 language

Command: language {chinese|english}

Function: Set the language for displaying the help information.

Parameter: Chinese for Chinese display; English for English display.

Command mode: Admin Mode

Default: The default setting is English display.

Usage Guide: ES4624-SFP/ES4626-SFP switch provides help information in two
languages, the user can select the language according to their preference. After the

system restart, the help information display will revert to English.

2.1.1.17 login local

Command: login local

no login
Function: Login enables local user name and password identification, no login cancels
login local configuration.
Command Mode: Global Mode
Default: System Default is no login.
Usage Guide: The command enable the user access in common mode of shell, types in
user name and password configured by username command, and then can access in
common user mode through level configured by the command. No login cancels login
local configuration.
Notice: Executing the command, it insures that priority of one user is 15, if it uses
username command configuration to login. Only this can ensure that the user accesses
from common mode to admin mode and modify system configuration after the user pass
the shell login identification. If there is no user of priority 15, the user can not access in
admin and global mode.
Example: Enable local use password identification

Switch(Config)#login local

2.1.1.18 password

Command: password <password>

no password
Function: Configure the password used for enter normal user mode on the console. The
“no password” command deletes this password
Parameter: password is the configured code. Encryption will be performed by entering 8
Command mode: Global mode

Default: This password is empty by system default
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Usage guide: When both this password and login command are configured, users have
to enter the password set by password command to enter normal user mode on console
Example: Switch(Config)#password 8 test

Switch(Config)#login

2.1.1.19 ping

Command: ping [<ip-addr> | <host>|vrf]]
Function: The switch send ICMP packet to remote devices to verify the connectivity
between the switch and remote devices.
Parameter: <ip-addr> is the target host IP address for ping, in dot decimal format.
<host> is the target host name for ping.
<vrf>VPN Routing/Forwarding instance.it is usefull only when VR is
configured.
Default: Send 5 ICMP packets of 56 bytes each, timeout in 2 seconds.
Command mode: Admin Mode
Usage Guide: When the user types in the ping command and press Enter, the system
will provide an interactive mode for configuration, and the user can choose all the
parameters for ping.
Example:
Default parameter for ping.
Switch#ping 10.1.128.160
Type “c to abort.
Sending 5 56-byte ICMP Echos to 10.1.128.160, timeout is 2 seconds.
Success rate is 40 percent (2/5), round-trip min/avg/max = 0/0/0 ms
As shown in the above example, the switch pings a device with an IP address of
10.1.128.160, three ICMP request packets sent without receiving corresponding reply
packets (i.e. ping failed), the last two packets are replied successfully, the successful rate
is 40%. The switch represent ping failure with a “.”, for unreachable target; and ping
success with “I” , for reachable target.
Switch#ping
VRF name:
Target IP address: 10.1.128.160
Repeat count [5]: 100
Datagram size in byte [56]: 1000
Timeout in milli-seconds [2000]: 500

Extended commands [n]: n

Displayed information Explanation
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VRF name: VPN Routing/Forwarding instance

Target IP address: Target IP address

Repeat count [5] Packet number, the default is 5

Datagram size in byte [56] ICMP packet size the default is 56 bytes

Timeout in milli-seconds [2000]: Timeout (in milliseconds,) the default is 2
seconds.

Extended commands [n]: Whether to change the other options or not

2.1.1.20 ping6

Command: ping6 [<dst-ipv6-address> | host <hostname> | src < src-ipv6-address >
{<dst- ipv6-address > | host <hostname>} ]

Function: Verify the accessibility of the network

Parameter: <dst- ipv6-address > is the destination IPv6 address,< src-ipv6-address >
is the source IPv6 address,<hostname> is the host name of the remote host,containing
no more than 30 characters.

Default: None

Command Mode: User Mode

Usage Guide: Ping6 followed by IPv6 address is the default configuration. Ping6 function
can configure the parameters of the ping packets on users’ demands. When the
ipv6-address is the local link address, a vlan interface name is needed to be specified.
When specifying source IPv6 address, the sent icmp query packets will use specified
source |IPv6 address as the source address of the ping packets.

Example:

(1) Default parameters of the ping6 program

Switch>ping6 2001:1:2::4

Type ~c to abort.

Sending 5 56-byte ICMP Echos to 2001:1:2::4, timeout is 2 seconds.

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/320/1600 ms

(2) Specify source IPv6 address when using ping6

switch>ping6 src 2001:1:2::3 2001:1:2::4

Type ~c to abort.

Sending 5 56-byte ICMP Echos to 2001:1:2::4, using src address 2001:1:2::3, timeout is
2 seconds.

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

(3) Modify ping6 parameter with the help of the ping6 program

switch>ping6

45




Target IPv6 address:fe80::2d0:59ff:feb8:3b27
Output Interface: vlan1

Use source address option[n]:y

Source |IPv6 address: fe80::203:fff:feOb:16e3
Repeat count [5]:

Datagram size in byte [56]:

Timeout in milli-seconds [2000]:

Extended commands [n]:

Type “c to abort.

Sending 5 56-byte ICMP Echos to fe80::2d0:59ff:feb8:3b27,

fe80::203:fff:feOb:16e3, timeout is 2 seconds.

using src address

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/16 ms

Displayed Information

Explanation

ping6

Run ping6 function

Target IPv6 address

Destination IPv6 address

Output Interface

Name of Vlan interface,required to be
specified when destination address is a

local link address

Use source IPv6 address [n]:

Use source IPv6 address, not used by
default

Source IPv6 address

Source IPv6 IP address

Repeat count[5]

Number of ping packets to be sent,5 by
default

Datagram size in byte[56]

Size of Ping packet,56 by default

Timeout in milli-seconds[2000]

Permitted delay time, 2 seconds by default

Extended commands[n]

Configuration of extended parameter, not

applied by default

Indicate the network is accessible

Indicate the network is inaccessible

round-trip min/avg/max = 1/1/1 ms

Success rate is 100 percent (8/8),

Statistic information,indicating that ping
packets has succeeded in arriving in 100%

without any packet lost

2.1.1.21 reload

Command: reload
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Function: Warm reset the switch.
Command mode: Admin Mode

Usage Guide: The user can use this command to restart the switch without power off.

2.1.1.22 service password-encryption

Command: service password-encryption

no service password-encryption
Function: Encrypt system password. The “no service password-encryption” command
cancels the encryption
Command mode: Global mode
Default: no service password-encryption by system default
Usage guide: The current unencrypted passwords as well as the coming passwords
configured by password, enable password and username command will be encrypted by
executed this command. no service password-encryption cancels this function however
encrypted passwords remain unchanged.
Example: Encrypt system passwords

Switch(Config)#service password-encryption

2.1.1.23 service terminal-length

Command: service terminal-length <0-512>

no service terminal-length
Function: Configure the columns of characters displayed in each screen on terminal
(vty). The “no service terminal-length” command cancels the screen shifting operation.
Parameter: Columns of characters displayed on each screen of vty, ranging between
0-512.
Command mode: Global mode
Usage guide: Configure the columns of characters displayed on each screen of the
terminal. The columns of characters displayed on each screen on the telent.ssh client
and the Console will be following this configuration.
Example: Set the number of vty threads to 20.
Switch(Config)#service terminal-length 20

2.1.1.24 set default

Command: set default

Function: Reset the switch to factory settings.

Command mode: Admin Mode

Usage Guide: Reset the switch to factory settings. That is to say, all configurations made

by the user to the switch will disappear. When the switch is restarted, the prompt will be
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the same as when the switch was powered on for the first time.

Note: After the command, “write” command must be executed to save the operation. The
switch will reset to factory settings after restart.

Example:

Switch#set default

Are you sure? [Y/N] =y

Switch#write

Switch#reload

2.1.1.25 setup

Command: setup

Function: Enter the Setup Mode of the switch.

Command mode: Admin Mode

Usage Guide: ES4624-SFP/ES4626-SFP switch provides a Setup Mode, in which the

user can configure IP addresses, etc.

2.1.1.26 terminal length

Command: terminal length <0-512>

terminal no length
Function: Set columns of characters displayed in each screen on terminal; the “terminal
no length” cancels the screen switching operation and display content once in all.
Parameter: Columns of characters displayed in each screen, ranging between 0-512 (0
refers to non-stop display)
Command mode: Admin mode
Default: Default columns is 25
Usage guide: Set columns of characters displayed in each screen on terminal, so that
the-More-message will be shown when displayed information exceeds the screen. Press
any key to show information in next screen. 25 columns by default
Example: Configure treads in each display to 20
Switch#terminal length 20

2.1.1.27 terminal monitor

Command: terminal monitor
terminal no monitor
Function: Copy debugging messages to current display terminal; the “terminal no
monitor” command restores to the default value
Command mode: Admin mode

Usage guide: Configures whether the current debugging messages is displayed on this

48



terminal. If this command is configured on telnet or ssh clients, debug messages will be
sent to that client. The debug message is displayed on console by default

Example: Switch#terminal monitor

2.1.1.28 traceroute

Command: traceroute {<ip-addr> | host <hostname> }[hops <hops>] [timeout
<timeout> ]

Function: This command is tests the gateway passed in the route of a packet from the
source device to the target device. This can be used to test connectivity and locate a
failed sector.

Parameter: <ip-addr> is the target host IP address in dot decimal format. <hostname>
is the hostname for the remote host. <hops> is the maximum gateway number allowed
by Traceroute command. <timeout> Is the timeout value for test packets in milliseconds,
between 100 -10000.

Default: The default maximum gateway number is 16, timeout in 2000 ms.

Command mode: Admin Mode

Usage Guide: Traceroute is usually used to locate the problem for unreachable network

nodes.

2.1.1.29 traceroute6b

Command: traceroute6 {<ipv6-addr> | host <hostname> }[hops <hops>] [timeout
<timeout> ]

Function: This command is for testing the gateways passed by the data packets from
the source device to the destination device, so to check the accessibility of the network
and further locating the network failure.

Parameter: <ipv6-addr> is the IPv6 address of the destination host,shown in colonned
hex notation;<hostname> is the name of the remote host;<hops> is the max number of
the gateways the traceroute6 passed through,ranging between 1-255;<timeout> is the
timeout period of the data packets,shown in millisecond and ranging between
100~10000.

Default: Default number of the gateways pass by the data packets is 16, and timeout
period is defaulted at 2000 ms

Command Mode: Admin Mode

Usage Guide: Traceroute6 is normally used to locate destination network inaccessible
failures.

Example:

Switch# traceroute6 2004:1:2:3::4

Relevant Command:ipv6 host

49



2.1.1.30 cli username

Command: cli username <username> [privilege < privilege >] [ password (0|7)
<password>]

no cli username <username>
Function: Configure shell user and priority shell by logging in user name and password.
Parameter: Username is the user name, privilege is the highest level executed by the
user, level is 1 to 15, default is 1, and password is user password, if input option 7 on
password setting, the password is encrypted; if input option 0, the password is not
processed.
Command Mode: Global Mode
Usage Guide: Currently there are two priorities 1 and 15 of registered commands in
system. The command of priority 1 often registers in common user mode and admin
mode. The command of priority 15 registers in other modes, except for common user
mode. The command configures user, priority and password. After executing login local
command, it can control that users must use configured user name and password to
access common user mode of shell. Only the user of priority 15 can access admin mode
by enable command. If the priority of identified user by login local is less than 15, the
user can not access in admin mode, other than common user mode.
Notice: The user can log in use name and priority after the command configures, before
login local command is executed (Enable username and password), it insures that priority
of one user is maximum 15, so that users could log in by this username and access in
admin mode and global mode to modify system configuration, otherwise, users only
access in common mode, not admin mode to take the users effect.
Example: Configure an administrator user admin, priority is 15, configure two common
users, priority is 1, and enable local user name and password identification.
Switch(Config)#cli username admin privilege 15 password 0 admin
Switch(Config)#cli username user1 privilege 1 password 7 user1
Switch(Config)#cli username user2 password 0 user2
(

Switch(Config)#login local

2.1.1.31 username password

Command: username <user_name> password <show_flag> <pass_word>
no uername <user_name>
Function: Configure username and password for logging on the switch; the “no
username <user_name>“ command deletes the user.
Parameter: <user_name> is the username. It can’t exceed 16 characters; <show_flag>
can be either 0 or 7. 0 is used to display unencrypted username and password, whereas

7 is used to display encrypted username and password; <pass_word> is password. It
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can’t exceed 16 characters;

Command mode: Global Mode

Default: The username and password are null by default.

Usage Guide: This command can be used to set the username for logging on the switch
and set the password as null.

Example: Set username as “admin” and set password as “admin”

Switch(Config)#username admin password 0 admin

2.1.1.32 username nopassword

Command: username <user_name> nopassword

Function: Set the username for logging on the switch and set the password as null.

Parameter: <user_name> is the username. It can’'t exceed 16 characters.

Command mode: Global Mode

Usage Guide: This command is used to set the username for logging on the switch and
set the password as null.

Example: Set username as “admin” and set password as null.

Switch(Config)y#username admin nopassword

2.1.1.33 write

Command: write

Function: Save the currently configured parameters to the Flash memory.

Command mode: Admin Mode

Usage Guide: After a set of configuration with desired functions, the setting should be
saved to the Flash memory, so that the system can revert to the saved configuration
automatically in the case of accidentally powered off or power failure. This is the

equivalent to the copy running-config startup-config command.

2.2 Monitor and Debug Command

When the users configures the switch, they will need to verify whether the
configurations are correct and the switch is operating as expected, and in network failure,
the users will also need to diagnostic the problem. ES4624-SFP/ES4626-SFP switch
provides various debug commands including ping, telnet, show and debug, etc. to help

the users to check system configuration, operating status and locate problem causes.

2.2.1 Ping

Ping command is mainly used for sending ICMP query packet from the switches to

remote devices, also for check the accessibility between the switch and the remote
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device. Refer to the Ping command chapter in the Command Manual for explanations of

various parameters and options of the Ping command.

2.2.2 Ping6

Ping6 command is mainly used by the switch to send ICMPv6 query packet to the
remote equipment, verifying the accessibility between the switch and the remote
equipment. Options and explanations of the parameters of the Pingé command please

refer to Pingé command chapter in the command manual.

2.2.3 Telnet

2.2.3.1 Introduction To Telnet

Telnet is a simple remote terminal protocol for remote login. Using Telnet, the user
can login to a remote host with its IP address of hostname from his own workstation.
Telnet can send the user’s keystrokes to the remote host and send the remote host
output to the user’s screen through TCP connection. This is a transparent service, as to
the user, the keyboard and monitor seems to be connected to the remote host directly.

Telnet employs the Client-Server mode, the local system is the Telnet client and the
remote host is the Telnet server. ES4624-SFP/ES4626-SFP switch can be either the
Telnet Server or the Telnet client.

When ES4624-SFP/ES4626-SFP switch is used as the Telnet server, the user can
use the Telnet client program included in Windows or the other operation systems to login
to ES4624-SFP/ES4626-SFP switch, as described earlier in the In-band management
section. As a Telnet server, ES4624-SFP/ES4626-SFP switch allows up to 5 telnet client
TCP connections.

And as Telnet client, using telnet command under Admin Mode allows the user to
login to the other remote hosts. ES4624-SFP/ES4626-SFP switch can only establish TCP
connection to one remote host. If a connection to another remote host is desired, the

current TCP connection must be dropped.
2.2.3.2 Telnet Configuration Task List
1. Configuring Telnet Server

2. Telnet to a remote host from the switch.

1. Configuration of Telnet Server

Command Explanation
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Global Mode

) Enable the Telnet server function in the
ip telnet server . _
. switch: the “no ip telnet server”
no ip telnet server . _
command disables the Telnet function.

Configure the secure IP address to

o login to the switch through Telnet: the
telnet-server securityip <ip-addr> o
o “no telnet-server securityip
no telnet-server securityip <ip-addr>

<ip-addr>* command deletes the

authorized Telnet secure address.

Admin Mode

Display debug information for Telnet
monitor client login to the switch; the “no
no monitor monitor” command disables the

debug information.

2. Telnet to a remote host from the switch

Command Explanation

Admin Mode

) Login to a remote host with the
telnet [<ip-addr>] [<port>]

Telnet client included in the switch.

2.2.3.3 Commands for Telnet

2.2.3.3.1 telnet

Command: telnet {<ip-addr> | <ipv6-addr> | host <hostname>} [<port>]

Function: Log on the remote host by Telnet

Parameter: <ip-addr> is the IP address of the remote host,shown in dotted decimal
notation;<ipv6-addr> is the IPv6 address of the remote host;<hostname> is the name of
the remote host,containing max 30 characters;<port> is the port number,ranging
between 0~65535.

Command Mode: Admin Mode

Usage Guide: This command is used when the switch is applied as Telnet client, for
logging on remote host to configure. When a switch is applied as a Telnet client, it can
only establish one TCP connection with the remote host. To connect to another remote
host, the current TCP connection must be disconnected with a hotkey “CTRL+ |”. To
telnet a host name, mapping relationship between the host name and the IP/IPv6
address should be previously configured. For required commands please refer to ip host

and ipv6 host. In case a host corresponds to both an IPv4 and an IPv6 addresses, the

53



IPv6 should be preferred when telneting this host name.

Example:

1) The switch Telnets to a remote host whose IP address is 20.1.1.1
Switch#telnet 20.1.1.1 23

2) The switch Telnets to a remote host whose IPv6 address is 3ffe:506:1:2::3
Switch#telnet 3ffe:506:1:2::3

3) Configure the mapping relationship between the host name ipv6host and the IPv6
address 3ffe:506:1:2::3, and then telnet to host ipv6host
Switch#config
Switch(Config)# ipv6 host ipv6host 3ffe:506:1:2::3
Switch#telnet host ipv6host

2.2.3.3.2ip telnet server

Command: ip telnet server
no ip telnet server
Function: Enable the Telnet server function in the switch: the “no ip ip telnet server”
command disables the Telnet function in the switch.
Default: Telnet server function is enabled by default.
Command mode: Global Mode
Usage Guide: This command is available in Console only. The administrator can use this
command to enable or disable the Telnet client to login to the switch.
Example: Disable the Telnet server function in the switch.

Switch(Config)#no ip telnet server
2.2.3.3.3 telnet-server securityip

Command: telnet-server securityip <ip-addr>

no telnet-server securityip <ip-addr>
Function: Configure the secure IP address of Telnet client allowed to login to the switch;
the “no telnet-server securityip <ip-addr>* command deletes the authorized Telnet
secure address.
Parameter: <ip-addr> is the secure IP address allowed to access the switch, in dot
decimal format.
Default: no secure IP address is set by default.
Command mode: Global Mode
Usage Guide: When no secure IP is configured, the IP addresses of Telnet clients
connecting to the switch will not be limited; if a secure IP address is configured, only
hosts with the secure IP address is allowed to connect to the switch through Telnet for
configuration. The switch allows multiple secure IP addresses.
Example: Set 192.168.1.21 as a secure |IP address.
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Switch(Config)#telnet-server securityip 192.168.1.21

2.2.4 SSH

2.2.4.1 Introduction to SSH

SSH (Secure Shell) is a protocol which ensures a secure remote access connection
to network devices. It is based on the reliable TCP/IP protocol. By conducting the
mechanism such as key distribution, authentication and encryption between SSH serve